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[Purpose and Background of the Research]

Program verification techniques have been studied for
ensuring the reliability of software, but further evolution of
the techniques is required due to the recent emergence and
advance of Al technologies. First, because of the increasing
reliance of social infrastructures on computers, a software
bug may cause a serious damage; the reliability of software
is thus becoming even more important. Second, program
verification techniques can benefit from the recent advance
of machine learning techniques. Third, the advance of Al
technologies also changes the quality of software. We thus
need to adapt the existing program verification techniques
to the new type of software.

The aim of this research project is to advance program
verification techniques such as higher-order model
checking, on which our research group has been leading
the world, and introduce machine learning techniques to
reduce the key bottleneck of the existing program
verification techniques such as invariant discovery. To
cope with the change of the quality of software, we also
work on new types of program verification problems, such
as verification of probabilistic programs.

[Research Methods]

We set up the following three subtopics and work on them
in parallel.

(A) Advance of program verification techniques such as
higher-order model checking. Higher-order model
checking is an extension of the system verification method
called model checking, which is suitable for verification of
high-level software. It has been significantly advanced
during the last 10 years by our research group. Among the
two kinds of higher-order model checking called HORS
model checking and HFL model checking, we have so far
been working mainly on HORS model checking, but our
recent research showed that HFL model checking is more
promising. We, therefore, shift our focus to HFL model
checking, and establish automated program verification
techniques based on HFL model checking. We also plan to
attack important open problems on the theory of higher-
order model checking.

(B) Applications of machine learning to program
verification. Although the computational complexity of
higher-order model checking is extremely high, thanks to
the recent advance of higher-order model checking
algorithms, the main bottleneck in its applications to
program verification has shifted to other parts such as

predicate discovery, where heuristics are required. We
plan to apply and extend machine learning techniques to
reduce the bottleneck.

(C) Program verification techniques for new types of
software. As mentioned already, the quality of software
involving machine learning components is radically
different from conventional software. For instance, a
machine learning component does not always provide a
correct answer. We thus need to model and verify machine
learning components as probabilistic programs. To this
end, we extend higher-order model checking and establish
“probabilistic” higher-order model checking. We also
conduct experiments to verify software with machine
learning components, to discover new challenges for
program verification techniques.

[ Expected Research Achievements and

Scientific Significance]

This project will bring a significant advance in program
verification based on higher-order model checking. In
particular, the incorporation of machine learning
techniques will enhance the practicality of the automated
program verification techniques, which will increase the
reliability of social infrastructures. From an academic
point of view, the theory of higher-order model checking
is related to vast areas of theoretical computer science,
including program semantics, formal language theories,
logics in computer science, computational complexity and
computability, and thus its advance will impact broad
areas of theoretical computer science. Also, this research
will also bring an advance in the field of machine learning,
through the new applications to program verification.
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