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【Purpose and Background of the Research】 
With the advent of deep neural networks (DNNs), 

AI (Artificial Intelligence) technologies and societal 
applications are progressing rapidly. To make AI 
smarter and more energy efficient for realizing 
future “intelligent computing,” not only software 
but also hardware (HW) technology is essential. To 
this end, this project brings together newest 
findings and research progresses in both DNN 
domain and neuromorphic HW domain, that aims 
toward more brain-like information processing, for 
creating an innovative architecture platform for 
accelerating future intelligent computing. 
 

【Research Methods】 
This project will be conducted by Integrated 

Architecture Research Laboratory and Integrated 
Nano-Systems Research Laboratory both at the 
same division of Hokkaido University. The former 
lab., led by the project leader, has presented 
binary DNN and log-quantized DNN accelerator 
HWs and the associated DNN learning methods, 
that have gained world-wide interests (Fig. 1).  

The latter lab., led by a sub-leader, professor 
Tetsuya Asai, has been working on analog-circuit 
oriented neuromorphic HWs (Fig. 2), and reserver 
computing that is gaining wide interests recently as 
a new wave in neuromorphic systems. The tight 
collaboration of these two labs working on related 
but different subjects is a key differentiation of the 
research formation at Hokkaido University.  
Based on these on-going research activities, this 

project will try to establish 1) New circuit 
technologies for reconfigurable HWs for DNNs, 2)  

inter-DNN-Neuromorphic learning systems and 
the associated HW architectures, 3) algorithm to 
circuits collaboration on creating high-energy 
efficiency HWs (including analog and/or in- 
memory circuit technologies).  
 

【Expected Research Achievements and 
Scientific Significance】 

 The project will walk through whole the research 
chain from algorithmic researches to real HW 
developments and evaluations. As a final goal, we 
will try to establish self-learnable reconfigurable 
HW platforms, on-top of DNN and neuromorphic 
HWs, for future intelligent computing. 
 

【Publications Relevant to the Project】 
- Ando K., et.al., "BRein memory: a 13-layer 4.2 K 

neuron/0.8M synapse binary/ternary reconfigur- 
able in-memory deep neural network acceler- 
ator in 65 nm CMOS," 2017 Symposium on 
VLSI Circuits [VLSI]. (Jun. 5-8, 2017). 

- Ueyoshi K., et.al., "QUEST: a 7.49-TOPS multi- 
purpose log-quantized DNN inference engine 
stacked on 96MB 3D SRAM using inductive- 
coupling technology in 40nm CMOS," IEEE 
International Solid-State Circuits Conference 
[ISSCC] (Feb. 12-14, 2018). 

 
【Term of Project】FY2018-2022 
 
【Budget Allocation】148,300 Thousand Yen 
 
【Homepage Address and Other Contact 

Information】 
http://lalsie.ist.hokudai.ac.jp/en/ 
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Figure 1. DNN Accelerators. 
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【Purpose and Background of the Research】 
 The purpose of this research is to improve the 
resilience of the IoT (Internet of Things) systems by 
considering the circulation of the security state, 
transited by physical attacks on an IoT device, as 
the function of IoT ecosystem. Cryptographic 
devices in the IoT era face the threat of new 
physical attacks that appear one after another. 
Laser-based fault attacks are known to be one of 
the most serious physical attacks against 
cryptographic IC (Integrated Circuit). If the 
attacker's ability becomes even higher, we must 
assume the probing attack that directly reads out 
intermediate values in IC. In this research, we 
develop a leakage sensor in order to measure the 
security state of the key in the cryptographic device, 
and in each layer of the cryptographic primitive, 
algorithm, and protocol, we aim to improve the 
resilience that recovers the IoT system lithely to the 
normal state even if partial key leakage occurs. 
 

【Research Methods】 
 We set two specific research topics. The first is the 
proper introduction of cryptographic technology 
into IoT systems with physical attack 
countermeasures in mind. We plan to build a 
leakage detection technology to check whether the 
cryptographic key is in a normal condition and 
leakage-resilient cryptography to withstand key 
leakage by physical attacks. 
 The second topic is about the key lifecycle and 
resilience enhancement of IoT ecosystem. Based on 
the position that key leakage is inevitable, we 
consider the expansion of leakage-resilient 
cryptography that resists physical attacks even if 
the key leakage is suspected and its collaboration 
with the key distillation technology that extracts a 
secure key from a partially-leaked key. 
 The core technology in this research is 
cryptography and leakage sensor. In 2019, we 
design the first leakage sensor applying the optical 
sensor and the electromagnetic wave sensor and 
perform the operation verification and the security 
evaluation. In 2021, we develop a cryptographic 
device embedded with a leakage sensor and conduct  

collaborative research on leakage-resilient 
cryptography, key distillation, and leakage 
detection technology. 
 

【Expected Research Achievements and 
Scientific Significance】 

 We expect to create novel IoT devices with 
physical attack countermeasures by integrating 
sensor and cryptographic technology. Theoretical 
research leads advanced topic such as the 
construction of a security proof technique 
incorporating physical parameters and 
information distillation excluding leaked key 
information. By combining the results of practical 
research and theoretical research, we believe that 
the circulation of the security state of the 
cryptographic key is achievable as one aspect of 
the IoT ecosystem. 
 The leakage sensor developed in this research is a 
technology that bridges physical and mathematical 
aspects around detection of the probing attack and 
can be said to be a new concept enabling a 
collaboration between different research fields. 
Namely, this research project functions as a source 
of academic knowledge creation related to 
countermeasures against physical attacks. 
 

【Publications Relevant to the Project】 
・K. Matsuda, T. Fujii, N. Shoji, T. Sugawara, K. 
Sakiyama, Y. Hayashi, M. Nagata, N. Miura, “A 
286F2/cell Distributed Bulk-Current Sensor and 
Secure Flush Code Eraser Against Laser Fault 
Injection Attack,” ISSCC 2018: 352-354 (2018). 
・K. Sakiyama, Y. Li, M. Iwamoto, and K. Ohta, 
“Information-Theoretic Approach to Optimal 
Differential Fault Analysis,” IEEE Trans. Inf. 
Forensic Secur., 7(1): 109-120, (2012). 
 

【Term of Project】FY2018-2022 
 

【Budget Allocation】149,500 Thousand Yen 
 

【Homepage Address and Other Contact  
Information】 
http://sakiyama-lab.jp/study 
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【Purpose and Background of the Research】 
Professor Granger, a Nobel laureate, introduced a 
causality for two econometric time series. Granger 
causality has been applied to graph, network, gene, 
and epidemiology etc.  
 In this research we will introduce a very general 
causality, which is applicable to a variety of data, 
and detects a new hidden factor. The observations 
are diverse from the usual data to spatio-time 
observation, discrete time observation from 
continuous time models, graph, network, high 
dimensional observation, topological data, gene 
sequence etc. 
 The theme of this research to develop the optimal 
statistical inference for the generalized causality, 
and applications of the theoretical results to detect 
a new hidden factor from a variety of fields.  
 We also deal with a lot of statistical methods, e.g., 
empirical likelihood, estimation of  
circular distribution, distribution on manifolds etc. 
 This will contribute a prediction, factor analysis, 
control of risk in various phenomena. 
 

【Research Methods】 
To develop our research, Taniguchi (Waseda 
University) will arrange seminars, workshops at 
Waseda University to exchange researches, and 
matching related coworks. 

 
           Figure 1 ( Road map) 
 
 Waseda group will introduce a very general 
causality, and develop the statistical optimal 
inference. We apply the theoretical results to 
analyze medical images to detect a future disease 
(Figure 2).  Aoshima (Tsukuba University) will 
develop the theory of high-dimensional statistical 
data, and arrange seminars and workshops on  

high-dimensional statistical analysis. Yamashita 
(Institute of Statistical Mathematics) develops the 
analysis of financial risk by use of the new causal 
index to detect a hidden factor, and arrange its 
related workshops at the Institute of Statistical 
Mathematics. 
 

【Expected Research Achievements and 
Scientific Significance】 

Our new causality is a very general new one which 
includes the case when the classical causality was 
not defined, and is applicable to a variety of fields. 
We will establish the statistical optimal inference 
to estimate the causality for spatio-time 
observations, high-dimensional observations, 
graph & network, topological observations, which 
opens a new paradigm in causality analysis.  
 

 
       Figure 2 (Medical Image Analysis)1 

 
【Publications Relevant to the Project】 
・Granger,C.W.J., Investigating causal relations 

by econometric models and cross-spectral 
methods. Econometrica 37 424-439, (1969). 

・ Taniguchi,M. and Kakizawa,Y. Asymptotic 
Theory of Statistical Inference for Time Series 
Analysis, Springer-Verlag, 661pages, (2000). 

 
【Term of Project】FY2018-2022 
 
【Budget Allocation】140,600 Thousand Yen 
 
【Homepage Address and Other Contact  

Information】 
http://www.taniguchi.sci.waseda.ac.jp/kakenhou
koku2018.html.  
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【Purpose and Background of the Research】 
Algorithms based on mathematical theory have 

created progress for human civilization. At present, 
algorithmic innovations, information searches, 
and genome information processing are connected 
to the creation of large business on a national scale. 
In the 21st century, it is expected that 
developments in advanced computer science will 
solve mankind’s various problems, but many of 
these are difficult problems which cannot be 
solved even if a supercomputer is used. In order to 
solve these problems, new innovations in 
algorithms are needed, and new algorithmic 
technologies which are based on mathematical 
science have top-priority significance. In particular, 
the high-speed implementation for large networks 
and data on the scale of billions of units shall be 
raised, and will be applied to a wide range of fields, 
such as transportation, Web analysis and 
biotechnology. Theoretical research in this 
proposal could be a breakthrough for solving these 
global problems. 
 

【Research Methods】 
We plan to work on the following three projects.  

1. Submodular function appears everywhere in 
optimization problems and machine learning 
problems. In this proposal, we attempt to consider 
the online setting, the adaptive setting, and some 
robust algorithms.  
2. Graph minor theory, by Robertson and Seymour, 
is perhaps the deepest theory in all of Discrete 
Mathematics, and it also creates the deepest 
discrete algorithms. But this theory applies only 
for undirected graphs. In this proposal, we will 
extend graph minor theory to digraphs.  
3. Graph Coloring is one of the fundamental

problems in graph theory and algorithms. In this 
proposal, we will work on graph coloring problems 
for planar graphs (i.e., the four color theorem), 
and graphs on a surface. Our special focus would 
be to obtain a faster algorithm for these problems.  

  
【Expected Research Achievements and 

Scientific Significance】 
The main point of this proposal is to invent 

theory-based algorithms for large graphs. In the 
future, the following academic and technical 
contributions can be expected from this research 
proposal. 

 With an innovative algorithm based on 
mathematical analysis, it is possible to solve 
large-scale graph problems, which is current 
not possible 

  A joint research base of researchers in 
discrete mathematics, theoretical computer 
science, probability, combinatorial 
optimization for solving practical problems 
through mathematical modeling, can be 
formulated. 
 

【Publications Relevant to the Project】 
K. Kawarabayashi, M. Thorup: Coloring 

3-colorable graphs with o(n^{1/5}) colors, 
Journal of the ACM, 64 Issue 1, Article No 4 

K. Kawarabayashi, S. Kreutzer: The Directed 
Grid Theorem. STOC 2015, 655-664. 

 
【Term of Project】FY2018-2022 

 
【Budget Allocation】148,500 Thousand Yen 

 
【Homepage Address and Other Contact  

Information】 
https://bigdata.nii.ac.jp/wp/ 
k_keniti@nii.ac.jp 
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