
（１４） 

 1

 

Field:  
Physics/Astrophysics 

 
Session Topic: 

Quantum Information 
 

Speaker: 
Masato Koashi, Osaka University  

  

 
1. Introduction 
    When two persons are talking over a public channel, which is a transmission line 
everyone can listen into, there is no way for them to exchange confidential messages with 
absolute security. But if they are also allowed to exchange quantum states over a 
quantum channel (e.g., an optical fiber), there is a way to achieve absolutely secure 
communication [1]. This is called quantum cryptography, or more specifically, quantum 
key distribution (QKD). In this talk, I'm going to explain its working principle from 
various points of view, which I hope will illuminate how different aspects of quantum 
mechanics are closely related to each other. 
 
2. Quantum key distribution (QKD) 
    The two legitimate parties who try to communicate are conventionally called Alice 
and Bob, while a potential eavesdropper is called Eve. It is convenient to consider a 
resource called a secret key, which is a common random bit sequence shared by Alice and 
Bob with Eve knowing nothing about it. By consuming an n-bit secret key, Alice can send 
an n-bit message over a public channel to Bob without any leak to Eve. Hence realizing 
secure communication is equivalent to producing a secret key, the latter being the goal of 
QKD. 
    The general framework of a QKD scheme 
is as follows. Alice encodes a random bit in the 
quantum state of a light pulse and sends it to 
Bob through a quantum channel. Bob tries to 
determine the bit value by a measurement on 
the pulse. If there is no intervention by Eve, 
they would share a common random bit 
sequence by repeating this process. If Eve 
tries to extract information from the light 
pulse, the state of the pulse is inevitably 
disturbed by law of quantum mechanics. 
Hence Alice and Bob measure the level of disturbance, which shows up as errors in the 
transmitted bits, and estimates the possible amount of leaked information. Once it is 
determined, they can discuss over the public channel to extract a secret key from the 
transmitted bits by correcting errors and by distilling out the non-leaked portion. 
 
3. Information-disturbance trade-off 
    The most straightforward explanation why the QKD works is the back-action of 
quantum measurements. Whenever a measurement is made on an unknown quantum 
object, the very act of measurement causes an inevitable disturbance on the state of the 
measured object. This sounds good qualitatively, but in QKD we need a precise 
quantitative relation between the leaked information and the amount of disturbance. A 
direct approach to determine this relation turns out to be very difficult, because Eve’s 
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options are described by exponentially many parameters. This has motivated us to seek 
alternative explanations of the working principle of QKD. 
 
4. Entanglement 
    Entanglement between two remote systems A and B refers to a genuine quantum 
correlation between them. A typical example of entanglement is what we call an EPR pair 
of photons, which is a superposition of the state of both photons having the horizontal 
polarization, and that of them having the vertical one. The two photons, as a whole, are in 
a definite state and hence there is no ambiguity. But its part, namely, one of the photons, 
is in no definite states, contrary to the intuition in the classical (non-quantum) world. 
    When Alice and Bob share an EPR pair of photons, Eve has no correlation with these 
photons since they are in a definite state. Through the ambiguity of its parts, Alice and 
Bob can extract a common random bit by measuring the polarization. This bit constitutes 
one bit of secret key. Hence we can construct a QKD scheme as follows [2]: Using the 
quantum channel and the public channel, Alice and Bob first try to share EPR pairs, and 
then they produce the secret key by measurement. The good thing about this scheme is 
that no reference is necessary to what Eve may have done in the past. Verifying that Alice 
and Bob do share EPR pairs is enough to assure the security. Even better, this argument 
applies to QKD schemes in which no entanglement is actually produced, namely, we can 
enjoy the power of entanglement without even producing it [3,4].  
 
5. Complementarity 
    Another feature of quantum mechanics is the complementarity. A pair of physical 
quantities such as position and momentum cannot be measured at the same time, even 
though one can choose and measure one of them as he likes. Imagine Alice encodes her 
random bits on “position” of a quantum object and sends it out to Eve and Bob. Consider 
two tasks: (a) measuring the “position” to learn Alice’s bit values, and (b) measuring the 
“momentum”. It is impossible to accomplish (a) and (b) at the same time. Now suppose 
that Bob can freely choose (a) or (b) and accomplish it. This simple fact is enough to 
ensure that Alice and Bob share a secret key when Bob chooses to conduct the task (a). In 
fact, if Eve knew the bit values (implying that she has accomplished the task (a)), Bob 
could have chosen the task (b) and then Bob and Eve together would achieve both (a) and 
(b), which is forbidden by law of quantum mechanics. This line of argument has turned 
out to be grasping the true nature of secret key [5]. 
 
Conclusion 
    In order to prove the security of various QKD schemes, attempts have been made to 
give different explanations for its working principle. The quest has revealed 
quantitatively the close connections among various aspects of quantum mechanics, such 
as exclusive correlations, entanglement, and complementarity. Such knowledge is now 
being used for establishing the security of QKD systems composed of practical devices.    
In QKD, fundamental physics and down-to-earth applications are sitting side by side, 
which makes it an interesting research topic. 
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